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Subject Code
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2400

Title:
Security Management

Catalog Description:

Comprehensive examination of the organization, staffing, supervision and administration of the security function. Focuses on general
security management, supervision and operational management along with public relations.

Credit Hour(s):
4

Lecture Hour(s):
4

Requisites

Prerequisite and Corequisite
CJ-1050 Introduction to Security or departmental approval: prior knowledge or experience.

Outcomes
Course Outcome(s):
Apply the principles of security management.

Objective(s):

1. Assess the theoretical foundation for security

2. Formulate and describe the goals of security management

3. Analyze and identify threats unique to homeland security

4. Research the interaction between security and law enforcement

Course Outcome(s):
Formulate appropriate responses to security threats.

Objective(s):

1. Appraise, identify and describe the threats to safety and security
2. Evaluate and assess the control function of security personnel
3. Evaluate and assess how to confront terrorism and domestic

Course Outcome(s):
Execute a comprehensive executive protection plan.

Objective(s):

1. Analyze and compare two existing executive protection plans.

2. Analyze and compare institutional security, disaster recovery and executive protection
3. Create a comprehensive executive protection plan.
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Course Outcome(s):
Create a disaster recovery plan.

Objective(s):
1. Analyze and compare two disaster recovery plans.

2. Develop a comprehensive disaster recovery plan.
3. Analyze and compare institutional security, disaster recovery and executive protection

Methods of Evaluation:

Midterm and final examination

Quizzes

Development of policies and procedures for hypothetical situations
Research paper

Group presentation of a security plan
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Course Content Outline:
1. Introduction
a. Context for Security
. History
. Private Police and Public Law Enforcement
. Security Management
. Security Organizations
. Regulation of Security Industry
. Professional Certification and Education Programs

2. Threats to Safety and Security
. Accidents Human Error

Fire

. Natural Disasters

. Environmental Disasters
. Civil Liability

. Substance Abuse

. Civil Disorder

. Crime

3. Legal Aspects of Security Management
. Judicial Systems

a
b. Burden and Degrees of Proof
c. Judicial Process
d. Tort Law
e. Contract Law
f. Administrative Law
g. Property Law
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. Employment Law
. Criminal Law
. Laws of Arrest
. Evidence Law
Search and Seizure
Legislative Trends in Security Management

4. Risk Assessment, Planning, and Program Administration
. Risk Assessment and Security Survey

. Planning
. Contingency Planning
. Crime Prevention through Environmental Design
. Program Implementation and Administration
f. Evaluation
5. Physical Security
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. Basic of Defense and Levels of Protection
. Perimeter Controls

. Building Exteriors and Interiors

. Lighting

Fences

Locks

. Visual Assessment and Surveillance Systems
. Alarm Systems

. Alarm System Management

. Fire Prevention and Protection

. Human Protection Systems

6. Personnel Security
a. Personnel Recruitment and Selection

b. Personnel Management
c. Personal Integrity
d. Workplace Investigations

7. Information Security
a. Information Security Risk Assessment and Analysis

b. Information Protection Strategies
¢. Communications Security
d. Computer Security

8. Specific Security Applications
a. Computer Security

. Contract Services

. Disaster Recovery

. Healthcare Security

. Hospitality Security

. Retail Loss Prevention

. Transportation/Logistics/Warehouse Security

e —.TQ nD OO0 T O

Q -~ Q0 T

Resources
Burstein, Harvey. Security: A Management Perspective. Prentice-Hall, 1996.

Sennewald, Charles. Effective Security Management. 5th. Butterworth Heinemann, 2011.

Johnson, Brian R. Principles of Security Management. 1st. Prentice Hall, 2004.

Cabric, Marko. Corporate Security Management. 1st. Elsevier, 2015.

Newsome, Bruce. A Practical Introduction to Security and Risk Management. Thousand Oaks, CA: Sage Publications, 2014.

Halibozek, Edward and Kovacich, Gerald. Establishing and Managing a Successful Assets Protection Program. Butterworth-Heineman,
2017.

Fay, John and David Patterson. Contemporaty Security Management. 4th ed. Cambrtidge, MA: Elsevier, 2018.
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